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1 Introduction

1.1 Scope

The SAINT2 may be used to automate a process to re-flash software into a controller over the serial bus
without using a PC. This document describes the SAINT2 tool as it used to perform stand-alone controller
re-flash or screening over a GMLAN or Class 2 serial bus.

This document describes the set up of the SAINT2 portion of the system and the steps and commands
necessary to create the script to automate the re-flash process. The script execution and script
commands detailed in this document only apply to SAINT2 firmware versions 3.10.0 or greater.

1.2 SAINT2 Stand-alone Re-flash System Overview

1.2.1

1.2.2

General Features

No PC interface is required during the re-flash or screening
procedure.

The SAINT2 may be powered through the ALDL cable from vehicle
battery or by a 12V power supply.

The SD card contains all the software and instructions for the re-flash.
The LEDs on the SAINT2 display the re-flash status and result.

A summary file containing VIN numbers, the re-flash result and other
collected information is updated on the SD card after every re-flash.
The SAINT2 is able to automate diagnostic features that are generally not automated in the
DPS utility file to allow conditional re-flash and verification.

Read, store, compare and write product DID or data block values
Read, store and compare product memory or DPIDs

Read and clear DTCs

SAINT2 Re-flash Preparation

Using an SD Card Reader, the engineer saves the binary data files used to re-flash the controller
onto an SD Card (SanDisk brand is recommended).

The engineer creates the automated re-flash instructions file (SCRIPT.TXT) and saves it onto the
SD Card.

SAINT2 Re-flash Operation

The operator inserts the
SD Card into the SAINT2.

The operator connects the Re-flash instructions

SAINT2 to power and the Re-flash files
serial bus.

The SAINT2 LEDs indicate SUMMARY.CSV Controller
the status/result of the re-
flash.

The SAINT2 saves a
summary of each re-flash event on the SD card.

1.3 Definitions and Nomenclature
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ALDL Connector — (Assembly Line Diagnostic Link connector) a connector generally located underneath
the dash on the drivers side of a vehicle. This connector provides diagnostic tool access to the vehicle
serial bus. J1962 defines the pin out of this connector.

SCRIPT.TXT - the text file that contains the commands to automate a stand-alone controller re-flash or

screening event using the SAINT2. This file must be named “SCRIPT.TXT” for the SAINT2 to recognize
it.

SUMMARY.CSV - the text file that contains the summary of data collected during each re-flash event.
This file contains the re-flash result along with other specified data such as VIN numbers and other
controller data.

Task Block — a group of script commands that starts with a begin statement and concludes with either an
end or exit statement. SCRIPT.TXT consists of one or multiple task blocks.

VIN owner — the controller on the vehicle bus that stores the complete VIN in DID $90.
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2 SAINT2 Stand-alone Re-flash — Step by Step

2.1 Items Required Checklist
A DPS archive file (not required for product screening)
» A .dbifile for each binary data file
e A SAINT2 encrypted key file (not required if the controllers are unlocked)
» The physical ID of the VIN owner
« Aflowchart or description of the re-flash steps, especially describing non-utility or DPS functions
* A SCRIPT.TXT file — re-flash instructions developed from the flowchart in the previous step
» A plan to verify the re-flash process
» A SanDisk SD Card (if re-formatting, format as FAT NOT FAT32)
* An SD Card Reader
* A SAINT2 with a firmware version of at least 3.10.0

* An ALDL cable or harness to connect the SAINT2 to the product and power

2.2 SAINT2 Re-flash Instructions — Step by Step

The following step by step instructions are intented to provide a general description of the process
necessary to prepare the SD card and SAINT2 for a standalone re-flash or screening event. If more detail
is necessary or if you experience trouble, please consult the additional detail in the following sections.
Information on installing and using SAINT2 PC software may be obtained from the SAINT2 website.
Using WinZip, extract the files from the DPS archive.
2. Ensure every extracted DPS file follows the 8.3 naming format (if not, rename the files and re-
create the archive with DPS tool.)
3. Ensure every .dbi has a .dbi extention and is named with the same file name as its associated
binary file.
4. Generate the SAINT2 encrypted key file if the controllers are locked.
Modify the script template to create SCRIPT.TXT (see appendix).
Copy all files to the SD card
Unzipped DPS archive files
.dbi files
SAINT2 encrypted key file (if controllers are locked)
SCRIPT.TXT
7. Using the SAINT Bus Engine PC software, make sure the SAINT2 firmware is version 3.10.0 or
greater.
Verify that the script works properly for all controller models that may be encountered.

9. Perform the re-flash.
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10. Open the SUMMARY.CSYV file (on the SD card) to review the data collected and the result of each
re-flash.
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2.3 Operator’s In-Vehicle Re-flash Instructions — S tep by Step

These instructions are intended to describe the SAINT2 related steps for re-flash on a vehicle. It is the
product team’s responsibility to create the official re-flash procedure that may include steps needed for set
up or steps following the SAINT2 steps detailed below.

1.

2.
3.

Plug the SD card into the SD Card slot on the SAINT2 until it
clicks.

Turn the vehicle key to the required ignition state.

Plug the SAINT2's ALDL cable into the ALDL connector in the
vehicle.

Monitor the SAINT2 LEDs. A few seconds after power on, the
PWR LED, LED#2, and LED#3 will begin to flash. LED#4 will
turn on when the SD card is being accessed and this will occur
multiple times during the re-flash operation.

Continue to monitor the LED’s while LED#3 continues to flash.

flashing

N

SD card access

During Script Execution

6. Once LED#3 is no longer flashing, the status of the re-flash will be indicated by LED#3, LED#5

and LED#6.

LED#3 (green) is on solid — the script was executed successfully (script result = Pass).

LED#5 (yellow) is on solid — the conditions evaluated by the script indicate that a re-flash is not
needed (script result = Not Needed).

LED#6 (red) is on solid — there was a failure during the script execution and the error code in
the summary file needs to be evaluated to determine the nature of the failure and the state of
the controller (script result = Fail).

flashing _ flashing
solid
K
solid
Script Execution is Successful Failure During Script Execution

7. Remove the SAINT2's ALDL cable from the vehicle’s ALDL connector
8. You do not need to remove the SD card between vehicles if the same SD card is being used for

the next vehicle.
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2.4 Operator’'s Bench Re-flash Instructions — Step by Step

These instructions are intended to describe the SAINT2 related steps for re-flash on a bench. It is the

product team’s responsibility to create the official re-flash procedure that may include steps needed for set

up or steps following the SAINT2 steps detailed below.

1.
2.

3.

7.

8.
9.

Connect the SAINT2 power cable to 12V, GND and the serial bus.
Connect the product’s Power, GND, serial bus and any needed
ignition connections to the SAINT2/power supply connections.
Plug the SD card into the SD Card slot on the SAINT2 until it
clicks.

Press and release the reset button on the SAINT2.

Monitor the SAINT2 LEDs. A few seconds after power on, the
PWR LED, LED#2, and LED#3 will begin to flash. LED#4 will turn
on when the SD card is being accessed and this will occur
multiple times during the re-flash operation.

Continue to monitor the LED’s while LED#3 continues to flash.

flashing

N\

SD card access
During Script Execution

Once LED#3 is no longer flashing, the status of the re-flash will be indicated by LED#3, LED#5

and LED#6.

- LED#3 (green) is on solid — the script was executed successfully (script result = Pass).
LED#5 (yellow) is on solid — the conditions evaluated by the script indicate that a re-flash is
not needed (script result = Not Needed).

LED#6 (red) is on solid — there was a failure during the script execution and the error code in

the summary file needs to be evaluated to determine the nature of the failure and the state of

the controller (script result = Fail).

flashin _ flashin
J solid J
solid
Script Execution is Successful Failure During Script Execution

Disconnect the re-flashed product and connect the next product.
You do not need to remove the SD card between products if the same SD card is being used for
the next controller.
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3 SAINT2 Re-flash Preparation Detalil

3.1 Re-flash Data Files

For a GM re-flash the SAINT2 uses the DPS archive file. The following are DPS archive file requirements:

1. The DPS archive file must be unzipped onto the SD card.

2. All of the files in the DPS archive file must be meet the 8.3 naming convention. If they do not, the
files must be renamed and the archive file re-created so that the .tbl file refers to the 8.3 filename.

3. Allfiles in the archive must be in binary format.

4. Maximum number of instructions in the utility file: 60

5. Maximum number of routines in the utility file: 40

The DPS archive .tbl file is referred to in the script using the script command tbl file:. The script may refer
to multiple DPS .tbl files

A DPS archive is not required for product screening.

3.2 CRC Verification Files

The .dbi files are used to perform a 32 bit CRC check on data that is being downloaded to the product.
This file may be pulled down from SWIT for each binary data file.
1. From SWIT, pull down the .dbi file associated with each binary data file.
2. Ensure the .dbi files are named with a .dbi extention and the same file name as the associated
binary data file. These file names must follow the 8.3 naming convention.
3. Copy these files to the SD card.

The file from SWIT should always be used during actual re-flash events. For reflashes during
development when a SWIT dbi file is not available, the 32 bit CRC may be calculated using the CRC-32
Tool on the SAINT2 website for each binary data file. An existing dbi file may be modified in a text editor.
Modify the .dbi file DCRC value with the CRC value calculated by the CRC32 Tool.

3.3 Re-flash Security Files

The SAINT2 uses an encrypted seed/key pair file in order to determine the key for the seed returned by
the controller. The SAINT2 encrypted key file is generated from an unencrypted seed/key pair file and the
DPS archive that you are using to re-flash by the Keymaker-GM application. This application is currently
restricted to authorized users. If you need a SAINT2 encrypted key file created, please contact a SAINT2
team member. In order to generate the encrypted key file, you need the following:

1. The security algorithm number
2. The exact DPS archive file that will be used in the re-flash

The SAINT2 encrypted key file must meet the 8.3 naming convention.
This file is not required if:
1. The product will be unlocked.

2. A security algorithm of 0 (1's complement) is used.

The SAINT2 encrypted key file is referred to in the script using the script command key file:.

3.4 Re-flash Instructions — SCRIPT.TXT
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The steps to automate the re-flash process are detailed in the SCRIPT.TXT file. This file must be named

SCRIPT.TXT in order for the SAINT2 to recognize that it should perform a stand-alone re-flash or

screening.

3.4.1 SCRIPT.TXT / SAINT2 Re-flash
Engine Interaction

SAINT 2

The SAINT2 hardware operates in a special mode Veh Manf 1

during stand-alone re-flash or screening. The Eéi‘é ‘é}‘('j(()

SAINT2 recognizes that it needs to operate in a Clear dtc() |

stand-alone mode when it detects a SCRIPT.TXT file SCRIPT.TXT Read mem() | | “AN;

on the SD card as it powers up. While the SAINT2 is Veh Manf 1 f:?e;] ‘

N - CAN as

in this stand-alone mode it will not operate as a bus Read did Engine \éicvr':’l's:gé c2

monitor except during a Class 2 re-flash. glxec léttil Read did() Controller
ear dic

Functions that implement the supported download \éicw':’l'gggg

strategies for different vehicle manufacturers are Clear dtc()

implemented in the SAINT2 firmware. The

commands in the SCRIPT.TXT file determine the arguments and the order in which these functions are
called. In general, as long as a vehicle manufacturer's download strategy functions are implemented in
the SAINT2 firmware, different re-flash scenarios may be developed by creating different SCRIPT.TXT
files.

3.4.2 SCRIPT.TXT Structure

3.4.2.1 The Task Block

A script consists of one or more task blocks. A task block is a group of script commands that starts with a
begin statement and concludes with either an end or exit statement. The SAINT2 does not limit the
number of task blocks that may be used in a script. Multiple task blocks may be used for several reasons:

To break up a large script into allowable sized blocks of commands

To reflash multiple controllers

To access multiple buses (re-flash on one bus and retrieve the VIN from another)
To provide a framework for conditional re-flashes

Each task block should have the following organization:
begin

{ Non-sequential commands}

{ Sequential commands }

end or exit

A script should have the following organization:

begin

{ Non-sequential commands}

{ Sequential commands }

end or exit
begin
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{ Non-sequential commands}
{ Sequential commands }

end or exit

begin
{ Non-sequential commands}
{ Sequential commands }

end or exit

3.4.3 Script Commands

Not all commands are implemented for every vehicle manufacturer or protocol. Some commands are not
applicable for specific vehicle manufacturers and some commands have been implemented according to
need. Script command arguments may vary in each application. If your product or re-flash process
requires a script command that is not currently implemented please contact a SAINT2 team member.

Please see the appendix for a flow chart of script and command execution.
Unless otherwise specified, script command arguments will be interpreted as follows:

A value with a leading Ox will be interpreted as hex.
A value without a leading Ox will be interpreted as decimal.
Do not use leading 0s with decimal numbers.

3.4.3.1 Non-Sequencial Script Commands

Non-Sequential Script Commands set re-flash parameters that will be used during the task block/script
execution. These commands should be called at the beginning of the task block, immediately following
the begin statement. The parameter values will be retained from task block to task block unless the
parameter is set to a different value by calling one of the commands again at the beginning of a new task
block.

Non Sequential Script Commands

References the name of the .tbl file in the

tbl file: DPS archive used for re-flash. Must be ' :
<FILENAME.XXX> named in 8.3 format. Must be in binary Example: tbl file: 12345678.bin
format.
key file: References the SAINT2 ke_y file that cqntains .
the encrypted seed/key pairs for security Example: key file: algo45.key

<FILENAME.XXX> unlock. Must be named in 8.3 format.

Defines the column headings for the
report labels: <labell>, | summary file. Column headings will only be Example:

<label2>, ...,<labeln> added to the summary file when it is created. | report labels: VIN, CALID
Limit = 400 characters.

Defines the serial protocol being used for re-

rotocol: <protocol>
P P flash. Enter as hex value.

Example: protocol: 0x50
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<protocol>

CAN1 <protocol> = 0x50
CAN2 <protocol> = 0x58
Class 2 <protocol> = 0x60

3.4.3.2 Sequential Script Commands

The sequential commands are used to call the diagnostic and re-flash functions in the SAINT2 script
engine to automate the re-flash of the controller. As their name suggests these commands will be
executed in sequential order.

3.4.3.2.1 Script flow commands

Script flow commands provide a structure for the script by defining the beginning and ending of task
blocks. A delay command allows the user to define time delays during the script execution.

Script Flow Commands

begin Defines the start of a task block.

delay: <ms> Defines a delay period in ms during script execution. Enter as decimal.

Defines the end of a task block. When the task block is finished executing for

end . .
any reason, the script will then execute the next task block.

Defines the end of a task block, and if the commands in the task block are
executed successfully, this command defines the end of the script. Script

exit execution will end if this command is encountered after a return of CONTINUE
from the previous script command. If all of the commands in the task block are
not executed successfully, the script will execute the next task block.

3.4.3.2.2 Set Results Commands

A script can finish with 3 different statuses: NOT NEEDED, PASS, FAIL. Depending on how the script is
written, the script may have determined that a controller does not need to be re-flashed (NOT NEEDED.)
The script may have determined that the controller needs to be re-flashed and the re-flash was completed
successfully (PASS.) The script may have determined that the controller does need to be re-flashed but
the re-flash was not completed successfully (FAIL.) The Set Results commands allow the user to define
when during the execution of the script, the result of the script will be PASS, unless there is some type of
failure. Please see the appendix for a flowchart of script and command execution.

Set Results Commands

At the start of execution the script status is set to NOT NEEDED. This
command will set the script status to PASS unless it is already been set to FAIL.
This command must be called somewhere in the script for the script to finish with
a PASS result. Any conditional command that evaluates to FALSE that executes
flag result before flag result is called will not result in the script status being set to FAIL. A
conditional command, called before a flag result, is used to determine whether
the controller meets the conditions for the task block to continue to execute. Any
conditional command that evaluates to FALSE that executes after flag result has
been called will result in the script status being set to FAIL. A conditional
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command, called after a flag result, is used to verify that the controller has been
successfully reflashed or meets screening criteria. If there is some type of
failure during a command execution, the script status will be set to fail regardless
of whether or not it has already been set to PASS.
reset result This command will reset the script status to NOTNEEDED.

3.4.3.2.3 Hardware Trigger Command

The set trigger command allows the script to change the state of a SAINT2 discrete output pin. This can
be used if external hardware needs to be synchronized with the script execution.

Hardware Trigger Command

This command is used to control the
set trigger: <triggerdef> | trigger function to set the trigger out
pin to high, low, or toggle.

Example:

set trigger: 0x02

<triggerdef>

<triggerdef> = 0x00 no action

<triggerdef> = 0x01 set trigger line low (GND)
<triggerdef> = 0x02 set trigger line high (5V)
<triggerdef> = 0x03 toggle trigger line

Triggerout interface circuit: 0 to 5V

3.4.3.2.4 Conditional Stored Data Manipulation Commands

The SAINT2 has 10, 26 byte storage locations that can be used to store, compare and manipulate data
either stored by the script or requested from the controller.

Conditional Stored Data Manipulation Commands

load data: <storA>, <data>

This command is used by the script to
load a value into a storage location.

Example:
load data: 3, 3E58AF3456

change data: <storA>, <op>,
<bytepos>, <value>

This command is used to modify a byte of
data in the storage locations. It supports
byte operations for =,&,[,%,<<,>>,+,-.

Example:
change data: 3,2,13,0x45
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Stored Data Manipulation Commands Arguments

<storA > Storage location index 0-9
String of data to load into storage
<data> location. Data will be interpreted as Example: 2E902A9D
hex bytes.
<op> Operation to perform on <bytepos> See table below
<bytepos> The byte position of the byte to Example: If the _data stored is
change (1 byte) 2E902A9D, 2E is byte 0
<value> Value used to perform the operation See table below

on <bytepos> (1 byte)

Change Data Operations

<op> = 0x00 <storA>[<bytepos>] = <value>

<op> = 0x01 <storA>[<bytepos>] & = <value>

<op> = 0x02 <storA>[<bytepos>] | = <value>

<op> = 0x03 <storA>[<bytepos>] " = <value>

<op> = 0x04 <storA>[<bytepos>] byteshift left by <value> (fill with 0x00)
<op> = 0x05 <storA>[<bytepos>] byteshift right by <value> (fill with 0x00)
<op> = 0x06 Increase number of bytes in <storA> by <value>

<op> = 0x07 Decrease number of bytes in <storA> by <value>

<op> = 0x08 <storA>[<bytepos>] += <value>

<op> = 0x09 <storA>[<bytepos>] -= <value>

3.4.3.2.5 Conditional Commands

The conditional commands can be used to either determine whether a controller needs to be re-flashed or
to verify that a re-flash has been successful. Data from a controller can be stored in one of the SAINT2
storage locations. The conditional commands may then be used to compare this data to expected values.
The bit mask argument in the commands allow data bits to be ignored during the comparison.

It is possible for a conditional command to execute and return 3 results: TRUE, FALSE, or FAIL. The
following table describes the impact on the script execution and the script result for each of these returned

values:

Conditional | Has Set Result . . .

return command been called? Script Execution Script Result
TRUE No Continue to next command in task block Unchanged
TRUE Yes Continue to next command in task block Unchanged
FALSE No Exit current task block and start executing Unchanged

next task block
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FALSE Yes Exit current task block and start executing Set to FAIL
next task block
FAIL No Exit current task block and start executing Set to FAIL
next task block
FAIL Yes Exit current task block and start executing Set to FAIL
next task block

Conditional Commands

if include: <storA>, <storB>, <storC>, <bitmask>

This command is used to compare a value in a
storage location A to the values in a storage
locations B and C. The function is true if
B<=A<=C. The bhit mask shall apply to A,B, and
C.

if exclude: <storA>, <storB>, <storC>, <bitmask>

This command is used to compare a value in a
storage location A to the values in a storage
locations B and C. The function is true if A<B
OR A>C. The bhit mask shall apply to A,B, and
C.

if data include: <storA>, <datal>, <data2>, <bitmask>

This command is used to compare a value in a
storage location A to the values of datal and

data2. The function is true if datal<=A<=data2.
The bit mask shall apply to A, datal, and data2.

if data exclude: <storA>, <datal>, <data2>, <bitmask>

This command is used to compare a value in a
storage location A to the values of datal and
data2. The function is true if A<datal OR
A>data2. The bit mask shall apply to A, datal,
and data2.

if no dtc: <prod ID>, <dtcmask>

This command is true if no DTCs are set.
Applies to CAN only .

Conditional Command Arguments

<storA>, <storB>, <storC>

Storage location index

0-9

<bitmask>

Bit mask for data comparison.
Value will be interpreted as hex
bytes.

Example: FFFFOFFF

<datal>, <data2>

Data to compare to. Data will be
interpreted as hex bytes.

Example: 16456942

<prot ID>

Physical ID of controller (1 byte)

Example: 0x80 (radio)

<dtcmask>

DTC status mask (1 byte)

Example: 0x12 (history and active)

3.4.3.2.6 Report Data Commands

The Report Data Commands allow the user to report data that has been requested from the controller and
stored in the SAINT2 storage locations to the SUMMARY.CSV file. The contents of any of the 10 SAINT2
storage locations may be written to the Summary file. A byte mask allows the user to ignore bytes of data

if desired.

Report Data Commands
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report data: <storA>, <bytemask>

The data in the storage location referred to in this command will be
written to the next column in the summary file.

report string: <storA>

The data in the storage location referred to in this command will be
written to the next column in the summary file in string format. This is
the recommended command to report the VIN to the summary file.

Report Data Command Arguments

<storA> Storage location index

0-9

Byte mask to apply to the data being printed. Any value
<bytemask> | other than 00 will allow the byte to be printed. Value will
be interpreted as hex bytes.

Example: 00OFFFFFFOOFF —
print bytes 2-4 and byte 6

3.4.3.2.7 Serial Bus Initialization Command — Applies to CAN only

The SAINT2 has 2 CAN channels and is capable of interfacing with several CAN physical layers. Itis
necessary to specify which CAN transceiver and what baud rate the desired CAN channel should
communicate with. This is also the command that specifies which download strategy functions the

SAINT2 should use to communicate with the controller.

Serial Bus Initialization Command

bus init: <canprot>, <option>, <nbaud>,

<fbaud>

This command is used to initialize the serial bus. This
command specifies the CAN channel, the CAN transceiver, the
download strategy, and the CAN baud rate. Applies to CAN

only .

Serial Bus Initialization Command Arguments

<canprot> Defines the CAN channel and transceiver See table below
. , 0x00 for GMLAN
<option> Defines the CAN download strategy 0x04 for APM-GMLAN
Defines the controller's communication baud
rate (33.33K — 500K) baud rate. If the baud
<nbaud> rate is not listed in the table below, a See table below
SAINT2 baud rate register setting may be
used.
Defines the re-flash baud rate (33.3k or
<fbaud> 83.3k). This is only applicable for SWCAN See table below
applications.
<canprot>

<canprot> = 0x50

High speed CAN1

Use pins CAN_1 L and CAN 1 H

<canprot> = 0x52

Single wire CAN1

Use pin SWCAN1

<canprot> = 0x58

High speed CAN2

Use pins BART_CANL and BART _CANH

<canprot> = 0x5A

Single wire CAN2

Use pin SWCAN2

<nbaud> or <fbaud>

<nbaud> or <fbaud> Baud Rate Sample Point Equivalent Register Setting
33 33.333k 85% Ox8DAF
83 83.333k 83.3% 0xB12D
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95 95.2k 75% 0xFO3A
100 100k 73.3% 0xF139
125 125k 80% 0xDD3E
200 200k 73.3% 0xD839
250 250k 80% O0xCE3E
500 500k 73.3% 0xC939

See the SAINT2 Programmer’s Reference for information on how to calculate register settings for other

baud rates.

3.4.3.2.8 Serial Bus Bearing Commands

The following Serial Bus Bearing commands are used to communicate with the controller over the serial
bus. Please see the appendix for the GMLAN Script Command / Serial Message List.

Serial Bus Bearing Commands

enter diag

This command sends the serial diagnostic command for
everyone on the bus to enter diagnostics mode.

exec util: <options>

This command is used to start executing the DPS utility file. An
exit diag command will be called after the utility file completes
for GMLAN re-flashes only.

exit diag

This command is used to exit diagnostics.

unlock: <prod ID>, <algo>, <Oflag>

This command is used to unlock the controller. This command
is not needed unless the target needs to be unlocked for the
script to read or write protected values before or after re-flash.
The utility file should contain an opcode $27 to unlock the target
during utility file execution. Applies to CAN only .

read did: <storA>, <prod ID>, <ID>

This command is used to read a DID to a storage location.
(Mode $3C for Class 2)

write did: <storA>, <prod ID>, <ID>

This command is used to write a DID from a storage location.
(Mode $3B for Class 2)

get vin: <storA>, <prod ID>

This command is used to retrieve the VIN. The VIN will no
longer be called or reported automatically. A script will not fail if
there is a failure while reading the VIN.

read dpid: <storA>, <prod ID>, <ID>

This command is used to read a single DPID to a storage
location.

read mem: <storA>, <prod ID>,
<addr>, <addrlen>, <len>

This command is used to read up to 26 bytes of memory to a
storage location. Applies to CAN only .

read data: <storA>, <prod ID>,
<msglen><ID><db><db>, <4db>,
<4db>

This command is used to read data into a storage location. The
first data byte stored in the storage location will be the positive
service ID followed by the rest of the data bytes just as they are
received off of the serial bus. Applies to CAN only .

enter manf diag: <prod ID>

This command is used to enter manufacturing diagnostic mode

univ diag: <storA>, <header>,
<opcode>, <command>, <storB>

This command is used to send IBS Universal Diagnostics and
Manufacturing Test Commands. <storB> must contain the 4
operand bytes. <storA> will store the operand from the
response message. Applies to CAN only .

read pid: <storA>, <prod ID>, <ID>

This command is used to read a single pid into a storage
location. Applies to Class 2 only
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clear dtc: <prod ID> This command is used to clear DTCs.
This command is used to read DTCs by status mask. When
read dtc: <prod ID>, <dtcmask> this command is called, the DTCs will be written to the next
column in the SUMMARY.CSV file.
This allows a raw message to be stored in a memory location
send stored message: <storA> and se.nt oult oq the bqs. For CAN, a 29 bit ider?tifier.is specified
by setting bit 7 in the first message byte (as defined in the
SAINT2 Programmer’s Ref)
Serial Bus Bearing Command Arguments
0x00 : Disable GMLAN automatic P/N VIT
<options> Setting .
0x01 : Enable GMLAN automatic PN VIT
Setting
<prot ID> Physical ID of controller (1 byte) Example: 0x80 (radio)
<algo> Security Algorithm (1 byte)
<0flag> ;Iea:e%ti(; Ig)?(l)%a(;g \(lihs::;r key should be sentif 0=do not send key, 1=send key
<StorA>, Storage location index 0-9
<storB>
Data Identifier, Data Block, DPID, or PID as
<ID> applicable (1 byte) Example: OxC1
<addr> Memory address to read (2-4 bytes) Example: 0xA10000
<addrlen> Length in bytes of memory address 2-4
<len> Length in bytes of memory to read (1 byte) 1-26
Example: To send a $251 03 1A 88 01
< msglen > 1 byte length of message length <msglen> = 0x03
<db> message byte
<4db> 4 message bytes
<header> Universal Diagnostic’'s Header (4 bytes) See IBS Universal Diagnostics Spec
<opcode> Universal Diagnostic's Opcode (1 byte) See IBS Universal Diagnostics Spec
<command> Universal Diagnostic’'s Command (2 bytes) See IBS Universal Diagnostics Spec
<dtcmask> DTC status mask (1 byte) Example: 0x12 (history and active)

3.4.3.2.9 Script Comments

Comments may be added to the script by placing a “;” in front of the comment text. Comments may be
placed on a new line or following a script command.
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3.4.4 Script Specifications

The following are script specifications:

Maximum number of Task Blocks: no limit

Maximum number of sequencial script commands per task block: 40
Maximum number of characters in comment field: 40

There are 10 script storage locations.

Each storage location can store up to 40 bytes.
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3.4.5 Special Features

3.4.5.1 DPS/ VIT2 Functions

If your GMLAN utility file uses VIT2 data in opcode 0x3B to write Data by Identifier the VIT2 data must be
loaded into the following script locations:

VIN (0x90): <storA>=0  This location must contain 17 bytes and the first byte must be numeric else no
VIN will be written.

Repair Shop Code or Serial Number (0x98): <storA>=2  This location must contain 10 bytes else “NO
HDW KEY” will be written.

Programming Date (0x99): <storA>=3  This location must contain 4 bytes else “NONE” will be written.

End Model Number (OxCB): <storA> =4
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4 SAINT2 Re-flash Output Files

The Re-flash process creates two output files: a report file and a summary file.

4.1 REPORT.TXT

The report file is named REPORT.TXT and will be saved on the SD card. This file contains some high
level information about the re-flash process. REPORT.TXT is overwritten with each script execution. This
file is mainly useful for debugging the script as it is being created. REPORT.TXT can be opened in any
text editor.

4.2 SUMMARY.CSV

The summary file, SUMMARY.CSV, is a single file that contains the results of all of the re-flash operations
performed with an SD card. This file provides a record of the re-flash result and any product data that was
reported during the script execution for each re-flash operation perfomed.

The following are important features to keep in mind for the SUMMARY.CSV file.

SUMMARY.CSV will be automatically created by the SAINTZ2 if it does not currently exist on the
SD card.

The column labels will only be written to SUMMARY.CSV (report labels script command) when
it is first created.

The summary file will continue to be appended with re-flash information at the conclusion of
each script execution.

Product data may be written to the summary file using the report data and report string script
commands.

The read dtc script command will automatically write the DTCs to the summary file in the
column that corresponds with its position in the script.

One line of data will be written for an entire script (not one line per task block.)

The result of the re-flash operation (Pass, Fail, Not Needed) will be automatically written to the
last column.

If there is a failure during the script execution, the SAINT2 will also record the error code in the
summary file. The error codes are listed in the appendix.

The SAINT2 serial number and firmware version will be recorded for each re-flash event.

Summary file example:

begin
;non-sequential commands
tbl file: TBL.BIN
protocol: 0x50
report labels: VIN, pre-DID C1, DTCs, post DID C1, Result

;sequential commands
bus init: 0x50, 0x00, 500
enter diag

get vin: 0, 0x40
report string: 0

read did: 1, 0x80, 0xC1
report data: 1, FFFFFFFF
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exec util
read dtc: 0x80, 0x12

read did: 1, 0x80, 0xC2
report data: 1, FFFFFFFF

flag result
exit diag
end

If this script was run on 4 different vehicles the summary file might look like this:

VIN pre-DID C1 DTCs post-DID C1 Result
5NMSH73E48H133472 | 16112233 20450312|20460312 16223344 Pass
5NMSG13D98H131769 | 16112233 20450312|20460312 16223344 Pass
5NMSH73E48H131234 | 16112233 20450312|20460312 16223344 Pass
5NMSH73E48H133885 | 16112233 20450312|20460312 16223344 Pass

SUMMARY.CSV may be opened with a text editor or with Excel. Excel may modify cell fomating (such as
interpreting strings with hex Es in as exponential values). To avoid this, import the file into Excel as a

comma delimited file and define all columns to be interpreted as text.
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5 Appendix A - Script Templates

These script templates must be modified for your specific re-flash situation.

5.1.1.1 Basic Class 2 DPS re-flash

A script such as this template will perform the same type of re-flash as DPS tool. It will simply use the
DPS archive to re-flash. There are no conditional checks before re-flash or verification after.

begin
;non-sequential commands
tbl file: BT14PROD.TBL ;define tbl file

key file: BT14PROD.KEY
protocol: 0x60
report labels: VIN, Result

;sequential commands
enter diag
get vin: 0, 0x40
report string: 0
exec util
flag result
exit diag
exit

;define key file
;serial bus = Class 2

tbl file: FILENAME. XXX
Replace with your DPS archive
tbl file name.

;column headings

;enter diagnostics
;read VIN
;report VIN to summary

tbl file: FILENAME. XXX
Replace with your SAINT2
encrypted key file.

;execute utility file
;flag result
;exit diagnostics

5.1.1.2 Conditional Class 2 re-flash with verification

get vin: <storA>, <prod ID>
Replace the <prod ID> with the
vehicle’s VIN owner’s physical
address.

This script template provides an example of a conditional re-flash. The SAINT2 will check a data block
value. If the data block matches the condition for the first task block, the first task block will continue to
execute the 1% utility file, verify the new data block value and then the script will end with a solid green

LED.

If the data block does not match the condition in task block 1, but does match the condition in task block
2, the script will continue to execute the 2M utility file, verify the new data block value and then the script
will end with a solid green LED. If the data block does not match either value, the SAINT2 will exit the
script without attempting to re-flash and the yellow LED will be turned on.

If their should be some type of failure during execution of either task block or if the verification of the data
block after re-flash fails, the red LED will be turned on.
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tbl file: FILENAME. XXX
Replace with your DPS archive thbl file name.

begin ,beg"‘] task block 1 key file: FILENAME. XXX

;non-sequential comman
tbl file: TBLFILEL.TBL
key file: KEYFILEL.KEY

;define tbl file
;define key file

Replace with your SAINT2 encrypted key file.

protocol: 0x60
report labels: VIN, Result

;serial bus = Class
;column headings

;sequential comman

enter diag ;enter diagnostics

get vin: <storA>, <prod ID>
Replace the <prod ID> with the vehicle’s
VIN owner’s physical address.

2

get vin: 0, 0x40
report string: 0

;read VIN

read did: 1, 0x80, 0xC1

exec util
flag result

;execute utility file
;flag result

;report VIN to summary

;read then compare DID
if data include: 1, 11223344, 11223344, FFFFFFFF

read did: <storA>, <prod ID>, <ID>
Replace the <prod ID> with the controller’s
physical address.

Replace the <ID> with the DID

if data include: <storA>, <datal>,
<data2>, <bitmask>

Replace with the range that the DID
should equal if a re-flash is desired.

read did: 2, 0x80, 0xC1
if data include: 2, 11223345, 11223345, FFFFFFFF

exit diag
exit ;exit task block 1

;exit diagnostics

;read then compare DID

read did: <storA>, <prod ID>, <ID>
Replace the <prod ID> with the
controller’s physical address.
Replace the <ID> with the DID

if data include: <storA>, <datal>, <data2>,
<bitmask>

Replace with the range that the DID should
equal if the re-flash was successful.

begin ;begin task bloc

k2
;non-sequential commands/
tbl file: TBLFILE2.TBL ;define tbl file

tbl file: FILENAME. XXX
Replace with your DPS archive thl file name.

key file: KEYFILE2.KEY ;define key file

key file: FILENAME.XXX
Replace with your SAINT2 encrypted key file.

;sequential commands
;compare previously read DID
if data include: 1, 88223344, 88223344, FFFFFFFF

exec util
flag result

;execute utility file
;flag result

if data include: <storA>, <datal>, <data2>,
<bitmask>

Replace with the range that the DID should
equal if a re-flash is desired

—

read did: 2, 0x80, 0xC1
if data include: 2, 88223345, 88223345, FFFFFFFF

exit diag
exit ;exit task block 2

;exit diagnostics

;read then compare DID

read did: <storA>, <prod ID>, <ID>
Replace the <prod ID> with the
controller’s physical address.
Replace the <ID> with the DID

if data include: <storA>, <datal>, <data2>,
<bitmask>

Replace with the range that the DID should
equal if the re-flash was successful.
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5.1.1.3 Basic GMLAN DPS re-flash

A script such as this template will perform the same type of re-flash as DPS tool. It will simply use the
DPS archive to re-flash. There are no conditional checks before re-flash or verification after.

beain tbl file: FILENAME. XXX
g_ . Replace with your DPS archive
;non-sequential commands tol file name
tbl file: BT14PROD.TBL ;define tbl file '

key file: BT14PROD.KEY ;define key file ,_
protocol: 0x50 :serial bus = CAN1 thl file: F“—ENAME-XXX
report labels: VIN, Result :column headings Replace with your SAINT2

encrypted key file.

;sequential commands
bus init: 0x52, 0, 33, 83— —init SAINT2-CAN—— | bus init: <canprot>, <option>, <nbaud>,

enter diag ;enter diagnostics <fbaud>
get vin: 0, 0x40 ;read VIN Replace these values with those for
report string: 0 ;report VIN to summary | configuring the SAINT2 to communicate on
exec util ;execute utility file your controller’s serial bus and with your
flag result ;flag result controller's download strategy..

exit

get vin: <storA>, <prod ID>
Replace the <prod ID> with the vehicle’s
VIN owner's physical address.

5.1.1.4 Conditional GMLAN re-flash with verification

This script template provides an example of a conditional re-flash. The SAINT2 will check a DID value. If
the DID matches the condition for the first task block, the first task block will continue to execute the 1%
utility file, verify the new DID value and then the script will end with a solid green LED.

If the DID does not match the condition in task block 1, but does match the condition in task block 2, the
script will continue to execute the 2" utility file, verify the new DID value and then the script will end with a
solid green LED. If the DID does not match either value, the SAINT2 will exit the script without attempting
to re-flash and the yellow LED will be turned on.

If their should be some type of failure during execution of either task block or if the verification of the DID
after re-flash fails, the red LED will be turned on.
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tbl file: FILENAME. XXX
Replace with your DPS archive thbl file name.
begin ;begin task block 1 key file: FILENAME.XXX

;non-sequential comman
tbl file: TBLFILEL.TBL
key file: KEYFILEL.KEY
protocol: 0x50

report labels: VIN, Result

;sequential commands

bus init: 0x52, 0, 33, 83 jinit S
enter diag renter diagnostics
get vin: 0, 0x40 ;read VIN

;report VIN to summary

report string: 0

Replace with your SAINT2 encrypted key file.

bus init: <canprot>, <option>, <nbaud>, <fbaud>
Replace these values with those for configuring
the SAINT2 to communicate on your controller's
serial bus and with your controller’'s download
strateav..

get vin: <storA>, <prod ID>
Replace the <prod ID> with the vehicle’s
VIN owner’s physical address.

read did: 1, 0x80, 0xC1
if data include: 1, 11223344, 11223344, FFFFFFFF

exec util
flag result

;execute utility file
;flag result

read did: 2, 0x80, OxC1
if data include: 2, 11223

;read then compare DID

;read then compare DID
&k\11223345, FFFFFFFF

read did: <storA>, <prod ID>, <ID>
Replace the <prod ID> with the controller’s
physical address.

Replace the <ID> with the DID

L

if data include: <storA>, <datal>,
<data2>, <bitmask>

Replace with the range that the DID
should equal if a re-flash is desired.

|

exit ;exit task block 1

read did: <storA>, <prod ID>, <ID>
Replace the <prod ID> with the controller’s
physical address.

Replace the <ID> with the DID

if data include: <storA>, <datal>, <data2>,
<bitmask>

Replace with the range that the DID should
equal if the re-flash was successful.

begin ;begin task bloc

k2
;non-sequential commands/
tbl file: TBLFILE2.TBL ;define tbl file

tbl file: FILENAME. XXX
Replace with your DPS archive tbl file name.

key file: KEYFILE2.KEY ;define key file

key file: FILENAME.XXX
Replace with your SAINT2 encrypted key file.

;sequential commands
;compare previously read DID
if data include: 1, 88223344, 88223344, FFFFFFFF

exec util
flag result

;execute utility file
;flag result

if data include: <storA>, <datal>, <data2>,
<bitmask>

Replace with the range that the DID should
equal if a re-flash is desired

—

read did: 2, 0x80, 0xC1
if data include: 2, 88223345, 88223345, FFFFFFFF

exit ;exit task block 2

;read then compare DID

read did: <storA>, <prod ID>, <ID>
Replace the <prod ID> with the
controller’'s physical address.
Replace the <ID> with the DID

if data include: <storA>, <datal>, <data2>,
<bitmask>

Replace with the range that the DID should
equal if the re-flash was successful.
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6 Appendix B - Error Reporting

All errors are written to the REPORT.TXT file. Error reporting is done in two levels, a top level generic
error ID (Error Code) and a more detailed specific value (Sub Code).

6.1 Archive Utility File Related Errors

The following error codes apply to both Class2 and CAN. They relate to the SAINT2 processing of the
utility file used within the DPS archive.

Error Sub

Code Code Definition
interpreter

0x03 step Process exited the utility file through the $EE opcode
header

0x21 protocol Bad syntax in interpreter header definition of protocol - check your utility file
interpreter

0x22 opcode This interpreter opcode is incorrect or is unsupported - check your utility file
interpreter

0x28 step Bad syntax in interpreter step goto fields (GO - G9) - check your utility file
interpreter

0x29 step Bad syntax in interpreter step action fields (ACO - AC3) - check your utility file
interpreter

0x30 step Software error in the utility engine goto function - contact the SAINT2 team

0x31 index Software error in the utility engine - contact the SAINT2 team

Ox5A device ID | The target device does not respond on the bus - check your bus connections

6.2 Class 2 Errors

The following errors can occur when the specified protocol is Class2. The defined report file will contain
textual information explaining which script command was being executed when the error occurred. An
error code number is also reported. This error code serves as a diagnostic as to what exactly went wrong.

6.2.1 Class 2 Util File Errors

Errors associated with the processing of the utility file commands and Class messages have a generic ID

of 0x25.

Specific Error Codes

Value Description

0x12 Unable to Open Util File. See report fiel for specific SD card error.

0x41 Unknown Opcode

0x42 No matching calibration file

0x43 Unable to Get VIN

0x71 Seed and Key Error

0x81 Error reading util file routine info

0x82 Error in Mode $3B reading SD card. See report file for specific SD card error.

0x83 Error in Mode $3B file seeking in SD card. See report file for specific SD card error.
0x84 Error in Mode $AE with SD card access. See report file for for specific SD card error.
0x85 Error in Mode $40 with SD card access. See report file for for specific SD card error.
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6.2.2 Class 2 Script Errors
Errors associated with script file have a generic ID of 0x20.

Specific Error Codes

Value Description
0x44 Invalid Function
0x46 Incorrect number of function arguments

6.2.3 Class 2 Bus Errors
Errors associated with the messages on the Class2 message bus have a generic ID of Ox7F.

Specific Error Codes

Value Description

0x45 Error Exting Diagnostics

Values than 0x45 | Actual Class 2 $7F response code

6.3 GMLAN Errors

Protocol Definition Errors

Error | Sub
Code | Code | Definition
0x26 The protocol specified in the second argument of the protocol statement is unsupported.

The protocol specified in the second argument of the protocol statement is disabled for
0x27 this hardware.

0x00 | GMLAN

0x04 | CustomAPM

OXLL | reserved
Script Command Errors

Error | Sub
Code | Code | Definition
Ox2A dbi/CRC check error

0x00 | The dbi file has an error

0x02 | The CRC of data downloaded to the controller does not match the CRC in the dbi file
0x03 | The dbi file is missing from the SD card

CRC File Errors

Error | Sub
Code | Code | Definition
0x20 Error in the script command

0x20 | This command is not supported for the protocol specified in the script

0x21 | This command contains an invalid argument
SD Card File Access Errors

Error | Sub

Code | Code | Definition

0x10 Error opening a file on the SD card

0x11 Error reading a file on the SD card

0x12 Error opening the utility file on the SD card
0x13 Error reading the utility file on the SD card

0x02 | No such file or directory

0x05 | I/O Error
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0x09 | Bad file number

0x13 | Permission denied

0x17 | File Exists

0x19 | No such device

0x22 | Invalid Argument

0x24 | Too many files open

0x28 | No space left on device

0x30 | Read only file system

0x80 | Data file has bad format

Script Command Errors

Error | Sub

Code | Code | Definition

0x41 Error during CAN communication

0x50 Error during Diagnostic Mode $04

0x51 Error during Enter Programming Mode

0x52 Error during Diagnostic Mode $1A - DID

0x53 Error during Diagnostic Mode $27 - Security Unlock

0x57 Error during Diagnostic Mode $3B - Write DID

0x59 Error during Enter Diagnostic commands

0x5B Error during Diagnostic Mode $14 - Read DTCs

0x5C Error during Enter Diagnostics before executing the utility file

0x5D Error when reading diagnostic adresses ($1A BO0) after executing utility file
Ox5F Error during Read DPID

0x61 Error during read memory command

0x64 Error during command to enter manufacturing diagnostics or a PID request
0x65 Error during send stored message command

0x67 Error during Enter Manufacturing Diagnostics Command

0x02 | CAN RX FIFO is not configured properly - contact the SAINT2 team

0x03 | The CAN FIFO has been overrun

0x04 | The CAN FIFO has been corrupted

0x10 | The number of DTCs reported overflows the buffer

0x5A | The requested target ID is not on the bus

Check for CAN bus errors - Is script baud rate correct? Is product powered? Is bus
0x90 | connected?

0x91 | Controller responded with a $7F - negative response

0x92 | Controller responded with an incorrect or unexpected response

0x93 | Controller did not respond

0x94 | SAINT2 software error

Universal Diagnostic Command Errors

Error | Sub
Code | Code | Definition
0x62 Error during a Universal Diagnostics Command

0x00 | No error

0x01 | Command not supported

0x02 | Command failed

0x03 | Data out of range

0x04 | Data not writeable

0x90 | Check for CAN bus errors - Is script baud rate correct? Is product powered? Is bus
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connected?

0x91 | Controller responded with a $7F - negative response

0x92 | Controller responded with an incorrect or unexpected response

0x93 | Controller did not respond

0x94 | SAINT2 software error

Utility File Execution Errors

Error | Sub

Code | Code Definition
interpreter

0x03 | step Process exited the utility file through the $EE opcode
header

0x21 | protocol Bad syntax in interpreter header definition of protocol - check your utility file
interpreter

0x22 | opcode This interpreter opcode is incorrect or is unsupported - check your utility file
interpreter

0x28 | step Bad syntax in interpreter step goto fields (GO - G9) - check your utility file
interpreter

0x29 | step Bad syntax in interpreter step action fields (ACO - AC3) - check your utility file
interpreter

0x30 | step Software error in the utility engine goto function - contact the SAINT2 team

0x31 | index Software error in the utility engine - contact the SAINT2 team

Ox5A | device ID | The target device does not respond on the bus - check your bus connections
interpreter | Check for CAN bus errors - Is script baud rate correct? Is product powered? Is bus
0x90 | step connected?

interpreter
0x91 | step Controller responded with a $7F - negative response
interpreter
0x92 | step Controller responded with an incorrect or unexpected response
interpreter
0x93 | step Controller did not respond
interpreter
0x94 | step SAINT?2 software error
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7 Appendix C — Flow Charts

7.1 Script Execution Flow Chart

s SCRIPT.TXT on the~__NO

SD Card? v
PWR, LED2, LED3 begin to L
flash

SAINT2
‘ -flash mode

NO i
Initialize .CSV
command
YES I
v

Initialize REPORT.TXT
[

v

block in SCRIPT.TXT ¢

commands)

\— |

NO
script
command
YES

NO Return

command

YES status

‘ =FAIL ‘
NO

with an exit
Call command statement?
[
.CSV
file
¢ End of File?
‘ Write REPORT.TXT ‘
‘ Set LEDs = ‘
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7.2 Script Command Flowcharts

Conditional Commands Flow Chart

if include:
if exclude:
if data include:
if data exclude:
if no dtc:

#' $%"&!
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Set Results Commands Flow Charts

flag results:
reset results:

Flag Reset
Result Result
4
= PASS =
YES
A A 4
= Return
status

Other Commands Flow Chart

YES

NO
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7.3 LED Operation Flowchart

Power on SAINT2

Note: LED 4 ON means that the SD card is After a few seconds SAINT2 did not enter
bei d , NO - -
eing accesse! do LED PWR, LED 2 and .\ re-flash mode - User
LED 3 begin Flashing? must press the SAINT2
) reset button

YES

A

The SAINT2 executes the re-
flash SCRIPT.TXT to re-flash
the ECU

as LED 3 stopped
flashing?

Is Green LED 3 on
Solid?

Re-flash was sucessful

Is Red LED 6 on
Solid?

Re-flash failed

Amber LED 5 on solid
Either
1) The flag result command was never called or
2) The conditional commands in the SCRIPT.TXT were never TRUE so
there was no attempt to re-flash the ECU
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8 Appendix D — Script Commands / Serial Message Lis

8.1 Class 2 Script Commands / Serial Message List
TT = Target Controller ID, FE = all devices

Enter Diagnostics — Mode 10 (usually sent with Mode 28)
6C FE F0 10 00

Clear DTCs — Mode 14
6CTT FO 14

Resume Normal Communications (Exit Diagnostics) — Mode 20
6C TT FO 20

Seed\Key — Mode 27

6C TT FO 27 01 — Request Seed

XX FOTT 6701 SSSS, SS SS = Seed. 00 00 if already unlocked
6C TT FO 27 02 KK KK, KK KK = key

Disable Normal Comms — Mode 28
6C FE FO0 28 00

Resume normally communications — Mode 29
6C TT FO 29

Start routinte by test number — Mode 31
6C TT FO 31 TN, TN = Test number

Request download — Mode 34
6C TT FO 34

Write Data Block (DID) — Mode 3B
6C TT FO 3B NN ..., NN = block number

Read Data Block (DID) Mode 3C
6C TT FO 3C NN, NN = Block number

Enter High Speed Mode — Mode AO\Al
6C TT FO AO
6C TT FO Al

Request Device Control
6C TT FO AE ...

Read DPID — Mode 2A
6C TT FO 2A 01 DN FF FF FF FF FF, DN = DPID number. FF pad is required

Read DTC — Mode 19, Request all DTCs
6C TT FO 19 SM FF 00, SM = status mask

Test Tool Present
6C FETT 3F

ts
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8.2 GMLAN Script Commands / Serial Message List

Script Command

Diagnostic Service

equest Message

ositive Response

Negative Response

enter diag High Voltage Wake Up $01 00 00 00 00 00 00 00 00 00 no response
Wake Up Links $01 01 FD 02 10 04 00 00 00 00 no response
Test Tool Present $01 01 FE 01 3E no response
Request Diag Addr $01 01 FE 02 1A B0 00 00 00 00 $06 XX 03 5A BO [prod ID] $06 XX 03 7F 1A RC
Disable DTCs $01 01 FE 02 10 02 00 00 00 00 $06 XX 01 50 $06 XX 03 7F 10 RC
Stop Normal Comm $01 01 01 FE 28 00 00 00 00 00 $06 XX 01 68 $06 XX 03 7F 28 RC
exec util Request Prog State $01 01 FE 01 A2 00 00 00 00 00 $06 XX 01 E2 $06 XX 03 7F A2 RC
Request Prog Low Speed $01 01 FE 02 A5 01 00 00 00 00 $06 XX 01 E2 $06 XX 03 7F A5 RC
Request Prog High Speed | $01 01 FE 02 A5 02 00 00 00 00 $06 XX 01 E2 $06 XX 03 7F A5 RC
Enable Programming $01 01 FE 02 A5 03 00 00 00 00 no response
utility file executes $02 XX ....... $06 XX ........
exit diag $01 01 FE 01 20 00 00 00 00 00 $06 XX 01 60 $06 XX 03 7F 20 RC
Request Diag Addr $01 01 FE 02 1A B0 00 00 00 00 $06 XX 03 5A BO [prod ID] $06 XX 03 7F 1A RC
Test tool present Off
exit diag Exit Diagnostics $01 01 FE 01 20 00 00 00 00 00 $06 XX 01 60 $06 XX 03 7F 20 RC

Test Tool Present Off

unlock: prod ID, algo, Oflag

Unlock - request key
Unlock - send key

$02 XX 02 27 01 00 00 00 00 00
$02 XX 04 27 02 [key] 00 00 00

$06 XX 04 67 01 [seed] 00 00 00
$06 XX 02 67 02

$06 XX 03 7F 27 RC
$06 XX 03 7F 27 RC

read did: storA |, prod ID, ID

Read DID

| $02 XX 02 1A [ID] 00 00 00 00 00

| $06 XX [len] 5A [ID] [data]

| $06 XX 03 7F 1A RC

write did: storA , prod ID, ID

Write to DID

[ $02 XX [len] 3B [ID] [data]

| $06 XX 02 7B [ID]

| $06 XX 03 7F 3B RC

get vin: storA , prod ID

Read DID containing VIN

$02 XX 02 1A 90 00 00 00 00 00

data]

$06 XX 10 13 5A 90 [17 bytes of VIN

$06 XX 03 7F 1A RC

read dpid: storA , prod ID, ID

Read DPIDs

| $02 XX 03 AA 01 [DPID] 00 00 00 00

| $05 XX [DPID] [data]

| $06 XX 03 7F AA RC
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Script Command Diagnostic Service equest Message P| ositive Response Negative Response
read mem: storA, prod ID, addr,
addrlen, len Read Memory $02 XX [addrlen+3] 23 [addr] [len] $06 XX [len+addrlen+1] 63 [addr] [data] | $06 XX 03 7F 23 RC
read data: storA , prod ID,
0xmsglen+SID+db+db, 4db, 4db Various $02 XX [msglen] [SID] db1l ... db10 $06 XX [len] 5A [SID+0x40] [data] $06 XX 03 7F [SID] RC
clear dtc: prod ID | clear DTCs | $02 XX 01 04 00 00 00 00 00 00 | $06 XX 01 44 | $06 XX 03 7F 04 RC
clear dtc: OXFE | clear DTCs | $01 01 FE 01 04 00 00 00 00 00 | $06 XX 01 44 | $06 XX 03 7F 04 RC
read dtc: prod ID, dtcmask Read DTCs $02 XX 03 A9 81 [dtcmask] 00 00 00 00 | $05 XX 81 [DTC] $06 XX 03 7F A9 RC
$05 XX 81 [DTC]
$05 XX 81 00 00 00 [dtcmask]
if no dtc: prod ID, dtcmask Read DTCs $02 XX 03 A9 81 [dtcmask] 00 00 00 00 | $05 XX 81 [DTC] $06 XX 03 7F A9 RC
$05 XX 81 [DTC]
$05 XX 81 00 00 00 [dtcmask]




